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1 | INTRODUCTION

The goal of image reconstruction is to recover an unknown image from indirect or distorted measurements, i.e., to recover a
ground truth image u from measurements

f =AW +n. (1)
for a forward operator f and (additive) noise n. When the forward measurement process is linear, recovering u becomes a linear
inverse problem, which is what we focus on in this paper. Simple approaches compute reconstructions u for linearly via
least-squares estimates, possibly including an additional smoothing or regularization. Examples of this approach include filtered
back projection [50] for tomographic image reconstruction, and Wiener filtering for image deconvolution, which incorporates
regularization through linear filtering in Fourier space. Variational approaches (c.f. [L6]) to such problems find the minimizer of
a suitable cost function, typically consisting of a data fidelity term E(A, u, f) that measures the discrepancy from the observation
model (I)) and a regularizer R(u) that incorporates prior knowledge about the image to be recovered,

i =argmin E(A,u, ) + R(u). 2)

At least in finite dimensions, the above perspective relates to the Bayesian approach to inverse problems (see e.g. [44]), via the
concept of maximum a-posteriori probability (MAP) estimates By modeling the unknown image u and the measurements f as
realizations of random variables with respective distributions p(u) and p(f), and computing the MAP estimate as the argument
that maximizes the posterior distribution p(u| /), the application of Bayes law yields (Z) with E(A,u, f) = —log p(f|u) and
R(u) = —log(p(u)). While (2) is a point estimate, the Bayesian approach to inverse problems inverse models or learns the
entire posterior probability p(u| f) and/or sampling schemes for it. Though their notion of solutions is different, both approaches
consider the inverse problem to be well-posed if a unique solution exists and depends on the data continuously.




2 | Auras ET AL

Classical approaches have thoroughly analyzed ill-posed problems and a large body of works provide stability and convergence
guarantees, e.g. by selecting (noise-level-dependent) regularizers with suitable properties in (2). Yet, these regularizers are
typically not expressive enough to model the distribution of natural/realistic images faithfully. In the past decade, deep learning
has achieved remarkable success in image reconstruction through the ability to capture data-dependent structures, showing great
improvements in reconstruction quality over earlier classical approaches. This survey attempts to present an overview of recent
deep learning-based image reconstruction methods and discuss issues related to the stability, robustness, and explorability of
solutions.

2 | OVERVIEW OF DEEP LEARNING FOR INVERSE PROBLEMS IN IMAGING

In this section, we give a brief overview of different strategies to solve inverse problems by involving concepts (i.e. learning
or parametrization strategies) from deep learning. We distinguish two subcategories, i.e., point estimators (Sec. [2.T)) that deter-
ministically predict a single solution to an inverse problem (similar to the MAP estimate (2))), and methods that allow stochastic
sampling from the posterior p(u| f) (Sec.[2.2).

2.1 | Deep Learning for Point Estimates to Inverse Problems

Direct Approaches

In our summary below, we distinguish two types of approaches: Direct approaches (this paragraph) that aim at directly predicting
a solution of an inverse problem and are therefore specific to a (class of) forward operators A, and network priors that learn
(encodings of) the prior probability p(u) only to keep the versatility of variational approaches (2).

Fully Learned Approaches. A straightforward approach is to train a deep network G,, i.e., a function parameterized by 6, in a
supervised manner to directly invert the measurement process:

1= Gy(f), 3

where G, is trained by minimizing the expectation of some distortion measure £ between the network output and the ground
truth over a set of training examples. Common networks are trained using simple pixel-wise £, or £ reconstruction losses [[173}
21,91} [180], losses based on structural similarity metrics [179], perceptual losses [87] or adversarial losses by discriminating
between the network output and the clean data distribution [[166, 97] in addition to pixel-wise losses. Networks trained using
such an approach have achieved better reconstruction quality in many imaging tasks than classical approaches, as learning
on specific datasets allows the networks to capture a data-dependent context. As such approaches typically do not take the
forward operator A into account in the reconstruction process, they can also be applied when the forward model is not known
or cannot be modeled accurately, for example, in blind image restoration tasks [127, [175]. Yet, such fully learned approaches
are specific to the task they have been trained on, which contrasts the rather versatile variational approaches (2, in which the
forward operator, discrepancy measure, and regularization term can be exchanged flexibly. Moreover, using deep, rather general
parametrizations without encoding knowledge of the measurement process (I explicitly commonly leads to networks whose
properties remain poorly understood and are frequently referred to as "black-box" approaches. The latter has led to significant
research on combinations of interpretable classical and powerful learning-based approaches.

Learned Post-processors. The simplest approach to incorporate model knowledge into a learning-based approach is to train
a post-processor network on removing artifacts from an initial reconstruction obtained from an analytical linear reconstruction
operator A:’eg such as the adjoint, the pseudo-inverse, or a regularized version thereof (c.f. [122} 101} 27]):

it = Go(AL, (). )

A common approach for such post-processing networks is to use residual learning [73] to recover the difference between initial
reconstruction and ground truth. To ensure measurement consistency of solutions obtained by such a post-processing scheme,
[[151] explicitly constrain the learned residual to be in the null space of the forward operator.

Unrolled Optimization. Unrolled optimization [66] uses the knowledge of the forward model to alternate between measure-
ment and image spaces in an iterative algorithm with a fixed number of iterations, where some of the intermediate operations
are learned using parameterized deep network modules. Starting from [66]], several works proposed unfolding different iterative
model-based algorithms, for instance, learned ISTA [66, [176], learned ADMM [159]], learned gradient descent [[1} 58], learned
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primal-dual [2], or proximal gradient algorithms [[111} [136]]. Instead of learning a different set of network parameters for the
proximal step in each iteration, a few works [72, 68, 3] share the same network for the proximal steps across iterations. In com-
parison with the fully learned approaches, unrolled networks tend to require less training data, and allow for more interpretable,
and parameter-efficient learning [119]]. As the unrolled networks are trained typically using a small number of unrolled steps,
the inference is also faster in comparison to classical variational approaches, which may need more iterations to converge. On
the other hand, testing unrolled networks using more inference steps than used in training typically results in severe artifacts.
Recent work [56] addresses this shortcoming through deep equilibrium models [13]] which incorporate fixed-point convergence
by construction. Such models automatically share the same set of parameters across any number of iterations for solving the
fixed-point equation.

Neural Network Priors

An alternate approach for incorporating model knowledge into learning-based techniques is to use neural networks as priors in
variational inference. In contrast to the dedicatedly trained networks, this approach endows the algorithm with the flexibility to
handle different measurement models, while improving the performance of handcrafted priors. This class of methods includes
learning regularizers, using trained networks such as denoisers, generative models, and even untrained neural networks as priors
in variational image recovery.

Learned Regularizers: Classical approaches to learning regularizers include the Field of Experts [[143]], dictionary learning
[I5, [110], learning regularizer via bi-level optimization, e.g. [96, 28], or learning a (componentwise) proximal operator [150].
Learning deep network regularizers often involves explicitly parameterizing the regularization functional R(-) in (Z) using a
neural network R, [[102, [108| [124, |93| 164] which may be trained based on different objectives. While [102] uses a neural
network trained to penalize artifacts in the recovered solution, [93] trains a neural network regularizer motivated by sparsity
penalties. [108), (134} [124] learn regularizers which are trained adversarially to distinguish between samples from the training
data distribution and degraded samples. Instead of directly parameterizing the regularizers, [26] learns a proximal operator of a
regularizer, and [74] learns the projection operators onto clean data manifolds. While learned regularizers improve reconstruction
performance over handcrafted priors, they may not always guarantee stability or convergence, which requires imposing additional
constraints on the regularizer. [118]] instead train networks to output descent direction with a provable convergence to a minimizer
of the (differentiable) energy, while [48]] expanded this approach for non-smooth energies. Some works constrain the regularizer
to ensure a convergent iterative scheme. [[108 [124]] impose Lipschitz-continuity on the regularizer via a soft-penalty, and [123]]
enforce convexity of regularizer using input convex networks [/]] for convergence. We refer to [125] for a review of learned
reconstruction methods with convergence guarantees.

Denoisers as Priors: Pretrained denoisers have been employed as priors in image recovery- as proximal operators, or in a func-
tional representing the gradient of regularizer. Plug-and-Play (PnP) methods [164.24]] replace proximal operators of a regularizer
by generic denoisers such as non-local means [20] or BM3D [40] in proximal splitting algorithms. Subsequently [[177,[115}[178]]
proposed the use of pretrained neural network denoisers as proximal operators with good empirical results. An alternate ap-
proach is regularization by denoising (RED) using denoisers D, in a regularization functional of the form (u, u— D, (u)) [17,[141]]
in a gradient descent based scheme. While both PnP and RED approaches empirically provide very good reconstructions, they
require strong conditions on the denoiser to have convergence guarantees. The denoiser replacing the proximal operator should
be non-expansive, or in the RED framework, the denoiser should additionally have a symmetric Jacobian. These restrictive con-
ditions are not satisfied by arbitrary denoising networks [140]. A few approaches constrain the denoiser to satisfy properties
required for convergence, for instance, [146}[161] train denoisers with constrained Lipschitz constants, [38] derive image denois-
ers with symmetric Jacobians, and [[71] parameterize 1-Lipschitz operators for denoising. Instead of constraining the denoisers,
[[156] project the outputs of arbitrary denoisers onto the cone of descent directions to a given energy in a (proximal) gradient
descent algorithm for provable convergence.

Untrained Neural Network Prior: In [162] Ulyanov et al. proposed to use the structure of a randomly initialized convolutional
generator to capture natural image statistics, referred to as ‘Deep Image Prior’ (DIP), and used this to solve inverse problems by
optimizing untrained network weights to minimize reconstruction error:

i =G(z:0) s.t. 6= arg min [Lf — AG(zo: 0. (5)

Their work used an over-parameterized UNet [142] for G and suggested early stopping of the optimization in (3)) to prevent
overfitting. [[75] instead use an under-parameterized non-convolutional generator which prevents overfitting. More recent works
[29177,1105] even search for neural architectures to be used as deep image priors. [81] present a projected gradient descent scheme
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for solving (5) using under-parameterized networks [75] and provide convergence guarantees for their scheme. A few works
[3111104)/114] have also combined deep image priors with additional regularization. [31]] considers a Bayesian perspective of the
deep image prior as a Gaussian process and computes MMSE estimate i by optimizing both 8 and z using £, regularization on
both. [104]] employ TV regularization on the DIP network output. [[114] use a combination of deep image prior and regularization
by denoising, and [163]] combine DIP with learned regularization.

2.2 | Deep Learning for Bayesian Approaches to Inverse Problems

While point estimators are certainly interesting, they do not describe all possible solutions given the observation f, which are
commonly represented by the posterior p(u| f). Stochastic approaches to inverse problems allow to sample solutions from p(u| f),
which is particularly desirable for under-determined inverse problems. This is useful for uncertainty quantification [[126} [154]]
as it not only allows computing point estimates such as the minimum mean squared error (MMSE) estimator but also deriving
higher-order statistics such as the variance of each pixel of the reconstructions. Existing deep learning approaches to stochastic
image recovery frequently utilize conditional or unconditional generative models. The former approach involves training a
conditional generative model, i.e., a model that gets additional inputs such as the measured data, for a specific recovery task,
and the latter approach uses a pre-trained generative model as a prior for the image recovery. We will briefly summarize works
in both directions below.

Conditional Generative Models: Conditional generative models train generative approaches with the data of an inverse problem
as an additional input, where the training phase ensures, or at least encourages data-consistency of the predicted solutions
following (T). Consequently, they can sample multiple solutions & for a given observation f [9, [130} [103] [106, [132]. Most
commonly this is achieved by supervised training of conditional generative models such as conditional GANs [86) [11}, [129],
conditional flow models [[172, 106} 154} 85]], or conditional diffusion models [[148}1103}1147,171]]. A few of these methods also
guarantee consistency of the reconstruction with input either by an explicit projection operation [[L1]], or by choosing inherently
invertible generative models [106} [85) 9l [130]. Only a few works [155} [145]] use unsupervised or unpaired learning to learn
conditional generative models. Any of the above approaches represents the posterior as a transformation of a simple distribution
(e.g. a Gaussian) via a parameterized mapping, the conditional generative model, such that samples from the posterior can be
drawn by feeding different samples from the initial distribution into the trained network, or, more formally, considering the
push-forward of the latent distribution under the conditional generative model.

Generative Priors: Generative models such as generative adversarial networks (GANSs) [60]], variational autoencoders (VAEs)
[92]], normalizing flows [47], and diffusion-based or score-based models [[158.[76] are trained to produce new samples from the
underlying distribution of the training data, and therefore can serve as useful priors when the image to be recovered belongs to
this distribution. These models learn a generator G, to transform a simple distribution p(z) on a latent space (e.g. a Gaussian)
to the image distribution p(u) (as opposed to the previous paragraph, where models try to directly predict the posterior). [[19]]
proposed the use of deep generative model priors for image recovery by optimizing for a vector in the smaller dimensional latent
space of a trained GAN or a VAE to minimize the reconstruction error:

i =Gy(2) s.t. 2=argmin || f — AG,(2)|I*, (6)

with an £, regularization on z using simple gradient descent-based methods, and demonstrated significant improvements over
the classical priors for compressive sensing with a small number of measurements. For compressed sensing using random
Gaussian matrices, they show that (6) results in solutions close to the ground truth with high probability under certain conditions.
Their work was later extended to non-linear inverse problems in [70, [18]]. [174] proposed image inpainting by using Poisson
blending using the image that is closest in the latent space of the generator to the input corrupted image. [25] proposed latent
space optimization of a generative autoencoder for light field recovery. [152| [138] investigated the use of projected gradient
descent, and [98]] proposed the use of the alternating direction method of multipliers (ADMM) for image recovery using GAN
priors. [135] utilize hierarchical VAEs in an efficient Plug-and-Play algorithm for general inverse problems. An advantage of
latent space optimization is the ability to obtain multiple solutions by using different initial latent codes [116} [113}[131], which
can be accelerated by finding latent space directions in the null space of the forward operator [120]. Yet, such strategies rather
sample different local maxima of the posterior p(u| /) than reflecting the posterior itself, see Fig. [I] for an illustration. A major
limitation of the latent space optimization (6] is that samples outside the range manifold of the generator cannot be reconstructed
accurately resulting in a non-trivial representation error. Subsequent works attempt to reduce this representation error using
different approaches. [46] allows a small deviation of the recovered image from the range of a generator with sparsity prior on
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Figure 1 The approach (6)) corresponds to a posterior that is the product of the likelihood p(f|u) and a prior p(u) that restricts
u to the range of a generator G,(2). The left plot illustrates level lines of —log(p(f|u)) in 2d along with a lower dimensional
manifold that is the range of G,(2) as a dashed red line. The resulting costs are shown on the right. Running gradient descent from
different starting points can merely sample local minima (dashed green lines) that correspond to local maxima of the posterior.

their difference, which is extended to optimizing intermediate layer representations in [41]. [80L|131] adopt a two-step approach
of latent space optimization followed by fine-tuning both the latent vector and generator parameters. [S9] proposes a framework
for inverse problems using VAEs by considering a joint posterior distribution of latent z and image space u which guarantees
converges to a stationary point. [10] replace the GAN prior in (6) with a flow-based generator, with an £, regularization on
z. [169, [94] generalize this to arbitrary differentiable measurement operators and measurement noises using a maximum a-
posteriori framework, with [94] using a generalized version of flow models which progressively increase dimension from a
low-dimensional latent space.

The works [|83} 190, 100, |82] adopt Langevin dynamics for linear inverse problems and incorporate the guidance from mea-
surement through the gradient of the log-posterior into their iterative process, or via a projection operation [90]. Several recent
works incorporate the knowledge of the forward operator to modify the reverse sampling process in denoising diffusion models.
This can be done by alternating between a standard reverse diffusion step and a projection operation for promoting measurement
consistency [32} 35,167, [107]. An alternate approach is to e.g. use a gradient descent step on the data fidelity term [37}136] or
the pseudo-inverse of the forward operator [157] using a clean estimate at each step of the reverse diffusion process, where [36]
additionally include a correction step through projection. While approaches that employ only one projection operation per de-
noising step (such as [167,[107]) are faster, they are restricted to linear inverse problems. On the other hand, guidance using the
gradient of a data fidelity term [37] can be applied even to non-linear inverse problems, yet it is more expensive as it requires
back-propagation through the diffusion model weights at each iteration. [170} [51] train conditional flow based models to pa-
rameterize the posterior p(u| f), given a pretrained generative model representing the prior. More recently, [[112] adopt diffusion
models in a regularization-by-denoising framework, and [[181] demonstrate their utility for plug-and-play image restoration as
an effective alternative to the standard Gaussian denoisers.

3 | STABILITY AND ROBUSTNESS

As deep learning approaches are increasingly adopted in image recovery tasks, characterizing the vulnerabilities and instabil-
ities of neural networks for image recovery is important, especially in safety-critical applications like medical imaging. While
adversarial robustness is extensively studied for image classification, see e.g. [160, 161} [109], it is less studied in the context of
image recovery. The notion of robustness itself is very different for classification and reconstruction problems. For a classifier,
robustness can be characterized by the minimal perturbation which can cause a sample to cross the decision boundary, leading
to a change in classification outcome. For reconstruction tasks, the outputs are not discrete labels, and there is no notion of a
decision boundary. Instead, the output of the reconstruction algorithm should vary continuously/smoothly with changing inputs.
The latter links to the mathematical study of inverse problems in infinite-dimensional spaces, where the pseudo-inverse of the
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linear operator A in (I) is neither continuous nor defined everywhere as soon as A is compact and has an infinitely dimensional
range. Consequently, one has to balance the desire to have a suitable type of continuity in the reconstruction with the faithful
approximation of the pseudo-inverse depending on the expected noise. Furthermore, the ill-posedness of the inverse problem
might arise from a lack of uniqueness, e.g., due to a forward operator with a non-trivial null-space.

For finite dimensional linear inverse problems, the degree of "ill-posedness" can be quantified by the condition number k(A) =
Z:”—*:: of the given operator A, with 6, nin) (A) denoting the largest/smallest singular value. In the infinite-dimensional setting,
0 is an accumulation point of the singular values and the severity of the ill-posedness is characterized by how fast the singular
values converge to zero.

The aforementioned notion of ill-posedness motivates the (classical) linear regularization of the singular values (spectral

regularization): Consider a forward operator A with singular value decomposition

Au = Z o (U, 1)V, 7
i=1

where o; again denote the singular values, while y; and v, are the i-th left/right singular vectors. One replaces the (unbounded)
1/0; that arise in the pseudoinverse by a suitable bounded approximation 8, (o)), 1.e.,

R(f) =Y g, @) f- v, ®)
i=1

with regularization functions g, (¢) parameterized by one or multiple «; that determine a (noise-dependent) balance between
the boundedness of the reconstruction operator and the faithfulness of approximating A¥. Although being limited to specific
linear regularizations (and therefore typically being suboptimal in imaging applications) the analysis of such approaches is well-
established and conditions for choosing a such that R,(f) converges to the true solution are well-established. Recent work
has extended such analysis to learned regularization functions g, . It demonstrated that an analytical solution for the optimal
regularization can be computed and yields stability guarantees, see e.g. [[14}189].

A common way to characterize stability in finite dimensions, particularly in the neural network community, has been to use
the notion of Lipschitz continuity. If a reconstruction algorithm G satisfies

IG(f + 6) — GNII < Llls], ®

then G is a Lipschitz continuous mapping with Lipschitz constant L, where || - || on both sides of (9) is commonly chosen to
be the £, norm. From the point of view of stability, a small value of L is desirable to ensure that the maximal change in the
reconstruction caused by a small change in measurements remains small. While Lipschitz continuity provides a useful notion
of stability, analyzing the stability of common neural networks in terms of Lipschitz constants is difficult, owing to the high
complexity involved in its exact computation, even for moderately sized neural networks [88]. In particular, computing the
smallest Lipschitz constant was shown to be NP-hard even for a 2-layer fully connected network in [L65]]. As a result most works
[168 165} [39] only compute approximations and upper bounds for the smallest Lipschitz constant of neural networks. On the
other hand, stability in terms of a Lipschitz continuous network seems to come at the cost of the reconstruction performance.
For instance, [156] observed that enforcing non-expansiveness (L < 1) drastically decreased the denoising performance of
neural network denoisers. Moreover, even analytically, for an ill-posed problem with a forward operator A that yields a one-to-
one correspondence between ground truth and measurements, the Lipschitz constant has to be noise-level-dependent and has to
tend to infinity as the reconstruction operator approximates A'. A noise-level independent, fixed (small) value of L implies the
inability of G to accurately reconstruct the ground truth. See [63]] for a discussion.

[45]] show that variational energy minimization approaches of the specific form # = arg min, || Au—f ||2+/1||u||Z for p € (1, o0)
show good stability properties, with Tikhonov ¢, regularized reconstruction map being globally Lipschitz continuous. The
reconstruction map is locally Lipschitz continuous in the measurement space for p € (1,2), and globally p+l Holder continuous'
for p € (2, ). In general, all variational energy minimization approaches permit a stability estimate in the case of linear inverse
problems using convex regularizers, as shown in [22]]. The optimality condition for ) with E(A, u, f) = %llAu — fl*is

0 € A*(Au — f) + OR®). (10)

'G is a Holder continuous if ||G(f + 8) — G(Nl, < K||5]|5
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(a) Mean of the images in (b) (b) Various natural images

Figure 2 Convex regularizers rate convex combinations (a) of images (b) as at least as "natural" as one of the images itself.

Taking the difference between the two optimality conditions arising from two different measurements f, and f, with their
corresponding reconstructions u; and u, and subsequently taking the inner product with u; — u, yields

0 € (A*(Au, — f)) — A*(Au, — f,) + OR(u,) — OR(uy), u;, — u,),

€ ||Au, - A”2||2 = {f1 = f2, Auy — Auy) + (OR(u;) — OR(u,), uy — uy). (o
The second term can now be bounded from above by applying (a, b) < ||al|||b|| and ab < %2 + %2:
(f1 = o At = Aw) < 211, = £l + 214w, - Au P
We find that there have to exist subgradients p; € dR(u;) and p, € dR(u,) such that
SUF = Ll 2 3 1A = AP+ (py = oty = )
or alternatively that
SA = £l 2 14w, = AP + D) (12)

with Dg(a, b) denoting the symmetric Bregman distance with respect to the convex regularizer R. Note that — as opposed to (9) —
the natural stability of a variational approach is the sum of a data consistency and a regularization-specific measure of distance.
The latter can be a rather weak notion of a difference as only the properties D x(u;, u,) > 0 and Dg(u, u) = 0 can be guaranteed,
unless R is m-strongly convex, in which case Dg(u;,u,) > m||u; — u,||>. Therefore, even though learned convex regularizers
provably satisfy (T2)), their underlying symmetric Bregman distance might remain difficult to interpret. Interesting future research
could therefore involve architectures or additional loss functions for encouraging a particularly meaningful Bregman distance.
We further refer the reader to [15]] for error estimates with non-quadratic data fidelity terms.

Yet, although the analysis of convex variational methods, their ability to determine global minimizers and stability proper-
ties like are highly appealing, they are systematically suboptimal to act as a prior for natural images as illustrated in Fig.
According to any convex regularizer R, any convex combination of natural images is "at least as likely" to be a natural image
as one of its constituting images. This property makes a strong case for nonconvex regularizers, which, even though being more
mathematically challenging to analyze, are slowly coming into the focus of the research community (see e.g. for invex
regularizers). Since nonconvex or general learning-based approaches, however, remain very challenging to analyze mathemat-
ically, a large body of work on the empirical analysis of stability exists for different notions of robustness including robustness
to adversarial perturbations, robustness in recovering fine details, robustness to changes in forward measurement operator and
robustness to distribution shifts in data. We will discuss these notions of robustness along with recent findings in the following
subsections.

3.1 | Adversarial Robustness

Adversarial robustness of a learned reconstruction operator G, can be quantified by the maximum deviation caused in the recon-
struction by a small perturbation in the measurement. The adversarial perturbation causing the maximum reconstruction can be
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obtained as
Saay = argmax d(Gy(f + 6), Gy(f)) (13)

5€B,
for a suitable measure of distance d between two reconstructions, most commonly d(Gy(f +6), Go(f)) = ||Go(f + 8) — Go(f)]|-
and a suitable set B, of perturbations, e.g. B = {6 | ||6]|, < €}. When the maximum deviation d(Gy(f + 6), G,(f)) is small
with respect to 6,4,, the reconstruction operator G, can be considered robust. This notion of robustness is closely related to
Lipschitz continuity. In practice the optimization problem in (T3) is seldom solved exactly as this is prohibitively complex, and
is approximated using a small number of projected gradient ascent steps.

Recent works starting from [8, 133]] have characterized the instabilities of deep learning-based image recovery methods. The
authors of [33]] demonstrate the susceptibility of deep networks for image super-resolution to adversarial perturbations, with a
focus on untargeted attacks. [8]] show that end-to-end trained deep networks for image recovery are susceptible to adversarial
perturbations. They find that perturbations optimized for the networks do not transfer to classical approaches like £, minimization
with sparsity constraints, and conclude that these classical methods are more robust than learned approaches. On the other hand,
[55 142} 54]] analyze the stability of both classical and deep learning approaches to image recovery, and show that even classical
approaches are susceptible to adversarial perturbations optimized for these methods, considering d = || - ||, and B, being the
¢, ball. Further, the work [54] also shows that adversarial perturbations optimized for classical approaches transfer well to
learned approaches, indicating that these methods do share some common directions of vulnerability. One would anticipate such
directions of vulnerability to lie in a subspace spanned by singular vectors of the forward operator corresponding to small singular
values, which remains an interesting investigation for future research, particularly considering that classification networks remain
susceptible to low-frequency attacks, c.f. [67], which are not part of the aforementioned subspace for many prominent inverse
imaging problems.

Because most works analyze robustness by considering deviations in the reconstructed image in terms of the ¢, metric, the
conclusion that classical (convex, variational) methods are also susceptible to adversarial perturbations in general, would be too
broad, particularly considering that they are provably robust to £, perturbations in the data space when robustness is measured
in terms of data consistency and the symmetric Bregman distance of the regularizer, see (3). We will illustrate the differences
between these perspectives in a toy problem of recovering one-dimensional signals following the empirical evaluation of Genzel
et al.[55]] below.

Different Notions of Robustness - Numerical Experiments on a Toy Problem.

We generate signals u as discr%tizations of piece-wise constant functions with a random number of jumps, each varying in height.
The forward operator A € R2*" is chosen to be a compressed sensing operator with N = 1024, containing random numbers
drawn from a Gaussian distribution with mean 0 and variance 0.05. We compare the model-based approaches of Tikhonov (Z,-
squared) and total variation (TV) reconstruction to learning-based approaches with a post-processing U-Net [142] architecture,
an end-to-end learned Tiramisu architecture [84] without any model based components and a model-motivated (plug-and-play)
architecture (denoted as [tNet), incorporating a U-Net based proximal step. We measure their robustness against adversarial
attacks by projected gradient descent with a projection to an £ -ball with radius e. We chose ¢ = 0.2 in our experiments. Details
about the optimization process, hyperparameter choices, and further information can be found in the codebase, which will be
made publically availableﬂ In our first experiment, we directly reconstruct the signal by employing a Tikhonov-like regularized
inversion method

iy =(ATA+aD" D) 'AT f (14)

where the matrix D serves as a finite difference matrix, éy;;, is the estimated solution, and « is a parameter that balances the
fidelity to the data with the smoothness of the reconstruction.

As shown in figure 3] (a), this reconstruction, while being able to capture the basic structure of the solution, suffers due to the
noisy nature of the measurements, leaving a lot of room for improvement. Additionally, due to the low regularization strength,
the approach is very susceptible to adversarial noise, as is clearly visible in figure 3| (b). While & = 1077 is a good value for
minimizing the #,-error in comparison to the ground truth, we also show the results for a much stronger regularization (figure 3]
(c) and (d)): While the resulting reconstruction exhibits a clear oversmoothing, it is significantly less affected by the adversarial
attack, showing a tradeoff between robustness and fidelity.

Zhttps://github.com/AlexanderAuras/ GAMM- Overview-23/
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Figure 3 Results of the total-variation-based reconstruction of 1D-signals in a compressed sensing setting.

We continue by considering the regularization via total variation [144]],

iy, = arg muin%IIAu — fl3 +aTV(w), (15)
where TV (u) represents the total variation of u, and a is a regularization parameter. We employ the alternating directions method
of multipliers (ADMM) for solving (I3)). Figure3](e) shows that this approach can reconstruct the ground truth nearly perfectly,
exhibiting only minor deviations, possibly due to its bias or the mean-seeking behavior of the total variation regularization.
While the reconstruction after an adversarial attack (Fig[3](f)), is not altered too severely, there are some clear deviations visible.
While these deviations can cause a noticeable change in the £,-norm in comparison to the reconstruction without adversarial
attack, one can see that all jumps (and jump directions) of the ground truth solution are preserved, which is what one would
expect from a small symmetric Bregman distance with respect to the total variation, c.f. (3).
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Figure 4 Results of the empirical evaluation of the bound in equation for different variational reconstruction methods using
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Figure 5 Results of the empirical evaluation of the bound in equation [12| for Tikhonov regularized reconstruction (a = 10?)
applied to total variation reconstruction, exhibiting obvious violations.

We further verify empirically that the bound in equation[I2]holds by calculating it over a test dataset, and show the results in
figuresd]and|[6] for both adversarial and white Gaussian noise and Tikhonov and total variation regularized reconstructions. In all
cases, the calculated deviation lies close to or below the bound (shown here as a dotted line). The bound is dictated by the size € of
the projection step used during the adversarial attack, describing the maximal distance between the original and the adversarial
sample. We emphasize that the results, while seemingly violating the bounds, all lie close to or below the bound, while the
remaining deviations can be attributed to the limits of the numerical precision available. The dependence of equation[IZ]on the
subgradient of the regularizer leads to different notions of stability for different reconstruction approaches. We show a concrete
example in figure 5] visualizing that a total variation reconstruction tends to violate the bounds for a Tikhonov reconstruction.

While the bound, especially the Bregman distance, is not applicable for neural networks trained for image recovery, measuring
robustness in terms of measurement consistency ||AGy(f + 8,4,) — f||, is interesting as there can be multiple solutions to ill-
posed problems which satisfy a similar level of consistency, even when there is a large discrepancy between them in terms of
¢, error in image space. [54] find that adversarial reconstructions are remarkably stable in terms of measurement consistency,
even when there is a significant degradation in the quality of reconstructions. This, again, hints at the fact that adversarial
attacks happen in subspaces corresponding to small singular values of the forward operator, such that attacks can exploit any
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Figure 6 Results of the empirical evaluation of the bound in equation for different variational reconstruction methods using
adversarial noise. Violations are artifacts of limited precision calculations.

under-regularization. The work further demonstrates universal attacks are feasible and also transferable across different recovery
networks showing the potential of black box attacks on image recovery.

For completeness, we also show the performance of the neural network-based methods from Genzel et al.[S5] in terms of
the aforementioned measurement consistency. All learned approaches are trained on a dataset of 8192 samples with AWGN
with mean 0 and a standard deviation of 0.03 (E(||n||*) = 0.6785, with n denoting the noise). First, we show the reconstruction
capability of a U-Net architecture, where the U-Net serves as a post-processor, refining the image obtained from an initial
Tikhonov regularized solution, transformation,

i = Gy(lry), (16)
where G, represents a U-Net model. In Figure E] (a) and (b) the resulting reconstruction as well as the reconstruction of an
adversarial example are shown. The U-Net reconstruction is comparable in quality to the total variation, while the adversarial
example (obtained using the same attack and hyperparameters as in the total variation case), has a somewhat stronger influence
on the network performance.

In the next approach, the reconstruction is predicted by a Tiramisu model, where the network is responsible for improving the
results of a learned linear forward operator:

=Gy (Ly f) (17)
Here G, denotes a neural network based on the Tiramisu architecture [84], while L, represents a learned linear transformation
which is intended to substitute the Tikhonov reconstruction operator used in the U-Net approach. The achieved reconstruc-
tion quality (figure[/|(c) and (d)) in the normal and the attacked case, after comparable training efforts, is visibly worse than
in any other approach. This demonstrates the influence of model information on the reconstruction process as well as the dif-
ficulty of training modern neural network architectures, due to the amount of resources required for training and fine-tuning
hyperparameters.

Lastly, we reconstruct the signal using a Plug-and-play approach (ItNet), where the U-Net architecture replaces the proximal
step in a proximal gradient descent approach

a=ul, =g, (uk—rAT (Auk—f)), w0 =gy (18)

where G, again represents a U-Net model, applied as prox-operator in I many proximal gradient descent steps. The reconstruc-
tion quality achieved is similar to that of the post-processing U-Net (see figure[7|(e) and (f)). The attacked reconstruction exhibits
artifacts comparable to a weak form of the artifacts in the U-Net case, demonstrating in another way the effects of the amount
of incorporated model information.

Table[I|shows the quantitative results of our evaluation in a variety of relevant metrics for each approach with noisy measure-
ments as well as adversarial examples. We consider the following metrics- reconstruction quality in terms of proximity to ground
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Figure 7 Results of the learned reconstructions of 1D-signals in a compressed sensing setting.

truth for both noisy inputs [|& — u,, ||?, and adversarial examples ||i,;, — Ug ||%, measurement consistency of the reconstructions
for noisy inputs ||Aé — f||> and adversarial examples || A#l,;, — f.q,]|*- Obtaining both good reconstruction quality and mea-
surement consistency are crucial for reconstruction algorithm. In addition to these metrics, we also evaluate || D& — Dii,,, ||* for
characterizing the theoretical bound in the Tikhonov case, which also empirically shows the trade-off between robustness and
reconstruction quality. Finally, we measure the deviation between the noisy measurements and adversarial inputs || f — f,4,1%

and corresponding deviations in the reconstructions ||# — &
describes the Lipschitz-constant of reconstruction algorithm.

I1?

. The ratio of these measures |4 — @, 1> and || f = fo4,?

The best performance in each of the metrics described is marked in bold in Table[I] In terms of reconstruction quality with
noisy inputs, we observe the best results with ItNet, followed by the postprocessing U-Net approach and the TV reconstruction.
Tikhonov regularized reconstructions are acceptable for good choices of a, while large values of a lead to over-regularization

and bad reconstruction quality. This highlights the superiority of learned approaches regarding reconstruction quality.
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Table 1 Quantitative results of the different reconstruction methods. In the rows below, i denotes the reconstruction on noisy
data f (which is the same for all methods). #,,, denotes the reconstruction on (method-specific) data f,;, computed via an
adversarial attack on each method by trying to maximize [|i,,,, — u,, || with one FGSM step. We report the reconstruction quality
and data fidelity for both, the normal and adversarially attacked solutions, as well as the difference between the two solutions in
an ¢, sense, in the symmetric Bregman distances of the Tikhonov regularization, and in terms of their difference in data space,
i.e., after applying the forward operator.

Tikhonov (a« = 1077) Tikhonov (a = 10?) TV U-Net Tiramisu ItNet
[la— ug,||2 4.39 30.85 0.66 0.38 8.68 0.34
18,4, — ug,||2 86.37 51.45 11.54 25.51 46.97 23.57
|AZ = f1I? 0 31.44 0.84 0.46 10.68 0.38
|Ad, ) = faanll? 0 27.73 7.67 26.29 41.42 24.9
A2 — Ady,||? 20.48 691 10.34 21.43 28.45 20.17
|| D& — Diiy, ||? 30.41 0.03 1.62 3.85 5.47 4.9
& — a2 66.74 6.52 9.28 22.26 25.75 20.74
lf - fadvl|2 20.48 20.48 20.48 20.48 20.48 20.48

To summarize: In our experiments, we analyzed common variational, model-based approaches such as TV and Tikhonov
regularized reconstruction on the one hand, and on the other hand, learned approaches incorporating varying degrees of model
information (following the experiments in [55]]). We also found a tradeoff between reconstruction quality and the robustness of
the approach to adversarial attacks. Additionally, we showed that it is possible to empirically verify the bounds given by equation
[12] We would like to note, however, that this bound is regularizer-dependent, resulting in varying notions of robustness. These
robustness measures are not consistent (e.g. TV solutions might violate the robustness measure of the Tikhonov regularization).
Learned approaches are also harder to quantify in terms of bounds, leading to again further robustness measures.

Targeted changes

In addition to untargeted attacks which aim to degrade the quality of reconstructions, it is also interesting to evaluate the robust-
ness to targeted attacks which trigger the reconstruction method to produce a specific, (realistic) reconstruction. [30] perform
adversarial attacks to generate tiny features, which cannot be recovered well by MRI reconstruction networks, and propose ad-
versarial training to improve the network’s sensitivity to such features. [42}[121}[79] show that adversarial perturbations can alter
diagnostically relevant regions. In [54] the authors demonstrate that localized adversarial attacks targeting diagnostically rele-
vant regions can recover diagnostically different images even with extremely small perturbations such that resulting solutions
still maintain a high degree of measurement consistency. While this appears to be contradictory to [53]], where drastic changes
that are highly inconsistent with the measurements were obtained after small adversarial changes of the input data, differences
in the knowledge of the forward operator could be an explanation for the vastly different behaviors: While [54] considered the
same forward operator for all instance of the data set, [S3]] considered variable and even unknown forward operators.

Defense

The simplest defense to deal with additive perturbations is training with additive noise. [935, 55] show that training with noise
improves the adversarial robustness of reconstruction networks, with [95] showing this to be the optimal strategy for training
robust denoisers. Prior works [[137, 4} 34} 23] also perform adversarial training [109] or regularization to improve robustness.
While adversarial training can improve robustness when the attack is (roughly) known, yet even this does not "guarantee"
robustness. Further, improved robustness through adversarial training leads to reduced quality reconstruction. On the other
hand, high reconstruction quality invariably comes at a cost of reduced robustness, we refer to [12863] for a discussion on this
trade-off.

3.2 | Robustness to distribution shifts

The work [42] studies the effect of distribution shifts due to different acquisition techniques, different anatomies, and difficult-to-
reconstruct samples as evaluated by a state-of-the-art method. The authors find that the performance drop on distribution shifts is
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similar for trained and untrained methods (e.g. model-based approaches or untrained neural network priors). Untrained methods
using hyperparameters tuned for a particular distribution do not perform as well with distribution shifts. Further theoretical
analysis is performed in [[153]], where explicit error bounds for mismatched CNN-priors for steepest descent RED are derived.
[43]] propose to fix the effects of distribution shifts through a self-supervised domain adaptation method paired with inference-
time training to improve the robustness to distribution shifts.

3.3 | Robustness to changes in forward measurement operator

Another desirable property of an image reconstruction algorithm is the robustness to changes in the measurement model. Classi-
cal variational approaches allow modifications, for example, changes in the noise model or modifications of the forward operator
A, as they can easily be incorporated into the energy minimization by appropriate changes of the energy function. While this
also holds for learned regularizers, denoising priors, or generative priors, end-to-end trained neural networks, including the
model-based unrolled networks suffer from a lack of adaptivity. This means that a network trained for a specific forward opera-
tor A and noise model suffers from a significant performance drop if these are modified, and therefore have to be retrained for
the new measurement model [8]. To address this, [S7] propose a fine-tuning-based as well as a training-free approach to adapt
trained models to variations in forward operator, whereas [62] propose training with different forward operators. [78]] show that
unrolled networks based on deep equilibrium models [56] are robust to changes in the measurement model.

3.4 | Robustness in recovering fine details

The authors of [8] find that different trained networks have different degrees of robustness in recovering fine details not seen
in training data, ranging from the complete removal of such details to their faithful recovery. [42] observe that this ability to
recover fine details is directly correlated with the overall reconstruction performance, and improving it also improves the ability
to recover fine details. [8]] consider fine details not belonging to the null space of the forward operator. As network hallucinations,
changes and removal of details are common problems encountered in learning-based approaches, research focussing on the
enforcement of data-consistent solutions has emerged, e.g. [118]], where a gradient descent algorithm utilizing network-predicted
descent directions is modified to converge globally to the minimizer of the data fidelity. Yet, when certain details belong to the
null space of the forward operator, the problem of recovering them is rather a generative task and leads to the desire to be able to
draw realistic possible sample reconstructions or to actively exploit solutions with certain properties. We will briefly summarize
the former before providing some more details on the latter.

3.5 | Robustness for Bayesian Methods

Instead of the recovery of a single solution and the investigation of how the single predicted solution changes as the measurements
change, the perspective of Baysian inverse problems is that the prediction of the posterior should exist, be unique, and be locally
Lipschitz continuous for changing data (c.f. [99]. Consequently, the terms continuity and stability depend on a suitable choice
of distance between probability measures and can yield well-posed problems far more often than in the variational setting (see
[99]). In finite dimensions, this effect can be understood by relating energy minimization methods to the Bayesian setting via
maximum a-posterior probability estimates. Naturally, one has to expect that arg min, log p(u| f) can be discontinuous even if
p(u| f) depends on f continuously, and we refer to [6] for a nice example. We also refer to [6] for proving that the Lipschitz
continuity of the conditional generative model transfers to a stability estimate for the posterior, and to the references therein (e.g.
[65,1117,169}149])) for further discussions on the trade-off between the regularity and the expressivity of (conditional) generators.

4 | EXPLORABILITY

In the case where many of the singular values of the forward operator are either zero or very small in comparison to the expected
noise level of the measurements, any reconstruction method has to select a solution from many possible choices. For instance,
MAP estimates try to select the most probable one, and Bayesian methods allow picking multiple ones by sampling from the
estimated posterior. Yet, considering the high dimensionality of the underlying space as well as the risk of complex (not well-
localized) posteriors, a very large number of samples could be necessary to get a good impression of the variety of possible
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Figure 8 Exploring solutions to 16x super-resolution through text using method from [52]]. The text prompts used are ”a high
resolution photograph of a face of b) a man c) a child d) a smiling child with curly hair €) a smiling woman”.

reconstructions. Among such samples, many will be similar, and - depending on the application - only a few of them might be
relevant to answer an underlying question of interest. Therefore, some researchers have started focussing on the explorability of
inverse reconstruction problems: To provide more control during the reconstruction process, a guiding mechanism can provide
solutions that are not only data consistent but also fulfill additional criteria, such as specific semantic interpretations or particular
texture properties.

For instance, Bahat et al. [11]] address a limitation in existing super-resolution methods, which typically produce a single high-
resolution output from a low-resolution input. The authors propose the composition of a Generative Adversarial Network (GAN)
with a function that provably enforces the consistency with the measurements. To control the reconstruction, they introduce a
control signal z, which is induced into each layer of the neural network and is designed to manipulate image gradients, thereby
enabling texture modification. In this work is extended to JPEG image decompression including an option to generate the
control z via the optimization over an image classifier to guide the reconstruction towards a specific classification.

Following the approach of learning a classifier to guide the reconstruction, Droege er al. [49] proposed to explore the space
of possible computed tomography reconstruction via an energy minimization technique considering

min ||Au— f|13 + AH(Cy(u) — d) (19)

uel0,11V

with H denoting a suitable loss function, C, denoting a robust (fixed) classifier, and d being a guidance class parameter. As
an application, the reconstruction of computerized tomography images of the human lung with different levels d of predicted
malignancy of (localized) nodules is presented.

Recently, Gandikota and Chandramouli [52] introduced an approach for text-driven exploration of solutions to super-
resolution using a pre-trained text-to-image diffusion model [139]]. They ensure analytical data consistency through projection
at every step in the reverse diffusion process following [167]:

fo, 1= ATf + I — AT Ay, (20)

where u, is the MMSE estimate of the clean image at step 7 of the reverse diffusion process. [52] adapt this to the cascaded
diffusion process at different resolutions in [139] by appropriately modifying the forward operator at each resolution. Figure [§]
exemplifies a result of this approach for the task of 16X super-resolution.

S | CONCLUSIONS

We have provided an overview of model-based, learning-based, and hybrid techniques for linear inverse problems with a focus
on the robustness of point-based predictors. Our goal was to show that - although the notion of 7, stability is dominant in the
machine learning literature - at least convex variational methods give rise to provable stability but in a different metric, i.e., the
sum of consistency in the data space (after applying the forward operator to the reconstruction) and the symmetric Bregman
distance with respect to the used regularizer. To what extent different neural network architectures and training schemes could
also lead to different notions of stability, remains an interesting direction of future research. Furthermore, a clear bias-variance
(or expressiveness-robustness) trade-off seems to persist. Beyond point-based estimates of solutions, the entire posterior might be
difficult to sample from, such that we advertised research in the active (application-specific) exploration of different meaningful
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and realistic solutions. The latter can include a control for specific classification problems in medical as well as different forms
of guidance, including text, for the reconstruction of natural RGB images in challenging situations, with diffusion models being
a promising recent technique for representing strong generative priors.
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